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Module 4: E-Safety
DESCRIPTION

This module aims to introduce teachers to a range of scenarios
and ways to stay safe online. Issues like risks and responsibilities
online, protecting personal data, online disinformation and
harmful content, digital copyright, and cyberbullying effective
and ineffective practice will be discussed.
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Module 4: E-Safety
LIST OF TOPICS
TOPIC 1 RISKS AND RESPONSIBILITIES ONLINE
TOPIC 2 PROTECTING PERSONAL DATA
TOPIC 3 DIGITAL COPYRIGHTS
TOPIC 4 ONLINE DISINFORMATION AND HARMFUL CONTENT
TOPIC 5 CYBERBULLYING
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Module 4: E-Safety
SYLLABUS
Topic 1: Risks and responsibilities online
•

Potential threats to hardware and software

•

Threats to Data and Information

•

Ways of reporting Internet scammers

•

Online rights and responsibilities

Topic 2: Protecting personal data
•

Create and Keep Strong Passwords

•

Importance of Updated Anti-Malware Software and Operating System

•

Vulnerability of Mobile Devices and Ways to Keep them Secure

•

Malicious Emails

•

Ways of Protecting Personal Data on Social Networking Sites

Topic 3: Digital Copyrights
•

New legal and policy developments in copyright law and understand how copyright has adapted to the digital age

•

How to protect digital content created and published by you or your students

•

Plagiarism and how it can be avoided in the age of information overload where content can be used and reused in a variety of ways by countless sources

•

Open access resources and what/when digital content can be used and re-used for educational purposes

•

Working in groups to produce a digital copyright short, easy-to-read manual for their schools

The European Commission support for the production of this publication does not constitute an endorsement of the contents which
reflects the views only of the authors, and the Commission cannot be held responsible for any use which may be made of the
information contained therein.

Module 4: E-Safety
SYLLABUS
Topic 4: Online disinformation and harmful content
•

The difference between a genuine and a copycat website

•

Evaluate and report fake websites

•

The concept of ‘fake news’ and how to evaluate and identify it

•

Why it is important to report fake websites and their detrimental impact on democracy, society and individuals

Topic 5: Cyberbullying
•

What cyberbullying is and why it is important

•

Different forms of cyberbullying

•

Identify students who are victims of cyberbullying in a variety of ways

•

Actions that will help students who are victims of cyberbullying

•

The importance of having a cyberbullying intervention and prevention strategy in schools
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Topic 1: Risks and responsibilities
online
BRIEF DESCRIPTION AND SUB-TOPICS
In this topic teachers will be introduced to a series of risks they can
encounter online and will discuss both risks and responsibilities in the digital
world. The topic will cover different threats to hardware and software, and
to Data/Information, such as types of cybercrime, malware, financial loss and
identity theft, Internet scammers and will teach individuals how to protect
themselves against these risks and how to teach students about these
threats.

The following will be discussed:
➢

Potential threats to hardware and software

➢

Threats to Data and Information

➢

Ways of reporting Internet scammers

➢

Online rights and responsibilities
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online
POTENTIAL THREATS TO HARWARE AND SOFTWARE
THREATS TO HARDWARE
Meltdown
➢

This vulnerability allows the stealing of currently processed data of a computer with the chance of leaking sensitive information.

➢

Meltdown attack exploits critical vulnerabilities in modern processors, by allowing a process to read all memory in a given system, bypassing the
most fundamental isolation between user applications and the operating system.

Row hammer
➢

Row hammer is a security exploit that takes advantage of a hardware design flaw in modern Random-Access Memory (RAM) cards, resulting in
data theft .

➢

Row hammer attack exploits electrical interactions between neighbouring memory cells in high density Dynamic Random-Access Memory
(DRAM) to cause memory errors.

➢

The idea is that an opponent with limited privileges accesses the Dynamic Random-Access Memory DRAM of a target machine by executing a
program over and over on a "row" of transistors in a computer's memory chip in order to "hammer" that row, until it leaks some electricity into
the adjacent row. That leakage can cause a bit in the target row to "flip" from one position to another, slightly altering the data stored in
memory.

➢

The only feasible solution is replacement of all Dynamic Random-Access Memory (DRAM) modules.
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POTENTIAL THREATS TO HARWARE AND SOFTWARE
Computers with conventional BIOS
➢

Basic Input/Output System (BIOS) is the program a personal computer's microprocessor uses to get the computer system started after you turn it on.
BIOS can be of two types namely: Conventional BIOS (Legacy BIOS) and BIOS based upon the Unified Extensible Firmware Interface (UEFI) specification.

➢

Older PCs with conventional BIOS (Legacy BIOS) are very outdated and more vulnerable to attack, because they are not compatible with Secure Boot.
Secure Boot is a feature of Unified Extensible Firmware Interface (UEFI), a more modern solution for a low-level software on recent motherboards,
that starts when we boot a PC, before booting the operating system.

➢

Secure Boot helps to prevent malware from loading onto a computer during the boot process, by checking the system for validity. UEFI supports also
networking features directly to its firmware, which can be of help for remote troubleshooting and configuration.

Old routers
➢

Many routers provided to customers by Internet Service Providers (ISP) around the world contain serious flaws that allow remote hackers to take
control of them.

➢

Most of the routers have a “directory traversal” flaw in a firmware component called webproc.cgi that allows hackers to extract sensitive configuration
data, including administrative credentials.

➢

Once a router is compromised it can be used for Denial of Service attacks (DDoS) or for credential certification. They can also be used to hide the
source of illegal activities, as traffic will appear to be coming from random addresses rather than its true origin.
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POTENTIAL THREATS TO HARWARE AND SOFTWARE
THREATS TO SOFTWARE
Computer virus
➢

A computer virus is one of the most common threats to cybersecurity. A computer virus is a type of malicious code or program
written to alter the way a computer operates, that is designed to be spread from host to host and has the ability to replicate itself.

➢

It is often sent as email attachment or downloaded from specific websites with the intent to infect the host computer.

➢

Once circumstances cause the computer or device to execute the virus’ code, it is capable of sending spam, disabling device’s
security settings, corrupting and stealing data from it, including personal information such as passwords.

➢

Viruses can even go as far as to delete everything on your HDD, SSD or SD card of the attacked device.
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POTENTIAL THREATS TO HARWARE AND SOFTWARE
Adware
➢

Adware is considered any software that is designed to track the user’s browsing habits and, based on that, show
him/her advertisements and pop-ups.

➢

Adware collects data with the user’s consent and is even a legitimate source of income for companies that allow
users to try their software for free, but with advertisements showing while using the software.

➢

The adware’s clause is often hidden in related User Agreement documents, but it can be checked by carefully
reading anything accepted while installing the software.

➢

The presence of adware on a computer is noticeable only by the pop-up windows, and sometimes it can slow
down the computer’s processor and internet connection speed.

➢

When adware is downloaded without consent, it is considered malicious.
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POTENTIAL THREATS TO HARWARE AND SOFTWARE
Spyware
➢

Spyware works similarly to adware, but is installed on your computer without your knowledge.

➢

It is considered a software that changes the user’s computer is some way by installing itself or storing some data on the computer
for later retrieval.

➢

It can contain keyloggers that record personal information including email addresses, passwords, even credit card numbers, making
it dangerous because of the high risk of identity theft.

Unpatched or out-of-date operating systems/software/browsers
➢

Software has a short life cycle, one sustained by ongoing updates and upgrades.

➢

Unpatched or out-of-date operating systems/software/browsers can potentially put the security of users at risk through flaws and
holes in systems that have not been discovered and patched yet.

➢

Unpatched or outdated systems are easily available to hackers so that they can exploit the system-level security vulnerabilities.

➢

Also, outdated systems are exposed to ransomware attacks, meaning that a form of malware may attack the system, encrypt the
user’s files and demand a ransom to restore access to the data upon payment.
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POTENTIAL THREATS TO HARWARE AND SOFTWARE
WAYS TO PROTECT THE COMPUTER
➢

Keep your firewall turned on

➢

Install or update your antivirus software

➢

Install or update your antispyware technology

➢

Keep your operating system up to date

➢

Be careful what you download

➢

Turn off your computer

➢

Regularly patching systems and software in order to prevent cybercriminals exploiting known vulnerabilities to conduct attacks

➢

Download files and software only from reputable sites

➢

Do not open links, emails or attachments from unknown and suspicious senders
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online
THREATS TO DATA AND INFORMATION
CYBERCRIME
Hacking


Computer hackers are unauthorized users who break into computer systems in order to steal, change, hijack or destroy information,
often by installing dangerous malware without the user’s knowledge or consent.



Anyone who uses a computer connected to the Internet is susceptible to the threats posed by computer hackers.



While a computer is connected to the Internet, malware that a hacker might have installed on the PC will quietly transmit personal
and financial information without the user’s knowledge or consent.
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THREATS TO DATA AND INFORMATION
Keylogging


One of the best techniques for capturing passwords is remote keystroke logging, known as keylogging, which is the use of software
or hardware to record keystrokes as they are typed into the computer.



A keylogger is a function which records or keystrokes on a computer.



Taken at this basic level, a keylogger looks absolutely harmless. In the hands of a hacker or a cybercriminal, a keylogger is a potent
tool to steal away your information.



Keyloggers are a serious threat to users and the users' data, as they track the keystrokes to intercept passwords and other sensitive
information typed in through the keyboard.



This gives hackers the benefit of access to PIN codes and account numbers, passwords to online shopping sites, email IDs and logins,
and other confidential information.
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THREATS TO DATA AND INFORMATION
Pharming


Pharming is a portmanteau of the words "phishing" and "farming" and is a scamming practice in which malicious code is
installed on a PC, misdirecting users to fraudulent websites without their knowledge or consent.



Pharming exploits the foundation of how Internet browsing works.



The sequence of letters that form an Internet address, such as www.google.com, have to be converted into an IP address
by a DNS server in order for the connection to proceed.



Pharming exploit attacks this process through the installation of a virus or Trojan by a hacker on a user's computer, that
changes the computer's host files to direct traffic away from its intended target, towards a fake website.



The illegitimate websites can be used to install viruses or Trojans on the user’s computer, or they could be an attempt to
collect personal and financial information, for identity theft.
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THREATS TO DATA AND INFORMATION
Social Engineering


Social Engineering, in the context of information security, is the use of deception in order to manipulate individuals into
divulging confidential or personal information that may be used for fraudulent purposes.



It uses psychological manipulation to trick users into making security mistakes or giving away sensitive information.



A perpetrator first investigates the intended victim to gather necessary background information, such as potential points
of entry and weak security protocols, needed to proceed with the attack.



Then, the attacker moves to gain the victim’s trust and provide stimuli for subsequent actions that break security
practices, such as revealing sensitive information or granting access to critical resources.



What makes social engineering especially dangerous is that it relies on human error, rather than vulnerabilities in
software and operating systems.



Mistakes made by legitimate users are much less predictable, making them harder to identify and thwart than a malwarebased intrusion.
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THREATS TO DATA AND INFORMATION
DOS and DDOS attack


A Denial of Service (DoS) attack is performed by one machine and its internet connection, by flooding a website with packets and
making it impossible for legitimate users to access the content of flooded website.



A Distributed Denial of Service (DDoS) attack is similar to Denial of Service attack, but is more forceful.



It’s harder to overcome a DDoS attack.



It’s launched from several computers, and the number of computers involved can range from just a couple of them to thousands or
even more.



Since it’s likely that not all of those machines belong to the attacker, they are compromised and added to the attacker’s network by
malware.



These computers can be distributed around the entire globe, and that network of compromised computers is called a ‘botnet’.



Since the attack comes from so many different IP addresses simultaneously, a DDoS attack is much more difficult for the victim to
locate and defend against.
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THREATS TO DATA AND INFORMATION
Phishing


Phishing is a method of a social engineering with the goal of obtaining sensitive data such as passwords, usernames and credit card
numbers.



The attacks often come in the form of instant messages or phishing emails designed to appear legitimate.



The recipient of the email is then tricked into opening a malicious link, which leads to the installation of malware on the recipient’s
computer.



It can also obtain personal information by sending an email that appears to be sent from a bank, asking to verify the user’s identity
by giving away their private information.
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THREATS TO DATA AND INFORMATION
Spamming


The flooding of the Internet with unsolicited or misguiding messages can be defined as spamming.



Spam is mostly used for aggressive commercial advertising.



The most common form is email spamming, followed by search engine spamming.



The first is the practice of sending unsolicited email messages to an indiscriminate set of recipients.



The second is the practice of modifying HTML pages in order to increase the chance of having them placed among the top search
engine results.
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THREATS TO DATA AND INFORMATION
MALWARE (MALICIOUS SOFTWARE)
Rogue security software


Rogue security software is a malicious software that misleads users to believe there is a computer virus installed on their PC or that their security measures
are not up to date.



Then they offer to install or update users’ security settings.



They’ll either ask the user to download their program to remove the alleged viruses, or to pay for a tool.



Both cases lead to actual malware being installed on the victim’s computer.

Trojan horse


A Trojan horse, or “Trojan”, is a malicious bit of attacking code or software that tricks users into running it willingly, by hiding behind a legitimate program.



They often spread by email that may appear as an email from someone you know, and when you click on the email and its included attachment, you’ve
immediately downloaded malware to your computer.



Trojans also spread when you click on a false advertisement.



Once inside your computer, a Trojan horse can record your passwords by logging keystrokes, hijacking your webcam, and stealing any sensitive data you may
have on your computer.
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THREATS TO DATA AND INFORMATION
Computer worm


Computer worms are pieces of malware programs that replicate quickly and spread from one computer to another.



A worm spreads from an infected computer by sending itself to all of the computer’s contacts, then immediately to the contacts of
the other computers.



Transmission of worms is also often done by exploiting software vulnerabilities.



Interestingly, they are not always designed to cause harm.



There are worms that are made just to spread.
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THREATS TO DATA AND INFORMATION
Rootkit


Rootkit is a collection of software tools that enables remote control and administration-level access over a computer or computer
networks.



Once remote access is obtained, the rootkit can perform a number of malicious actions.



They come equipped with keyloggers, password stealers and antivirus disablers.



Rootkits are installed by hiding in legitimate software, so that when you give permission to that software to make changes to your
OS, the rootkit installs itself in your computer and waits for the hacker to activate it.



Other ways of rootkit distribution include phishing emails, malicious links or files, and downloading software from suspicious
websites.
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THREATS TO DATA AND INFORMATION
FINANCIAL LOSS


Information security is a critical problem for individuals and organizations because it leads to great financial losses.



Stolen payment card information, such as the card owner’s name, card number and expiration date can be used for fraudulent
online purchases.



The potential for negative impacts can be much greater with fraudulently used payment card information, particularly when that
data is tied to a user’s credit card.
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THREATS TO DATA AND INFORMATION
IDENTITY THEFT


Identity theft, also known as identity fraud, is a crime in which an imposter obtains key pieces of personally identifiable information,
such as Social Security or driver's license numbers, in order to impersonate someone else.



The information can be used to obtain credit, merchandise and services in the name of the victim, or to provide the thief with false
credentials.



In addition to running up debt, in rare cases, an imposter might provide false identification to police, creating a criminal record or
leaving outstanding arrest warrants for the person whose identity has been stolen.
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WAYS OF REPORTING INTERNET SCAMMERS
➢

Report Cybercrime Online

https://www.europol.europa.eu/report-a-crime/report-cybercrime-online
➢

Report an Information Security Incident

https://ec.europa.eu/growth/tools-databases/security-incidents_en
➢

Report International Scams Online

https://www.econsumer.gov/#crnt
➢

Report Cybercrime in UK

https://www.actionfraudalert.co.uk/Contact
➢

Report Cybercrime in Cyprus

https://cybercrime.police.gov.cy/police/CyberCrime.nsf/subscribe_en/subscribe_en?O
penForm
➢

Report Cybercrime in Greece

http://www.astynomia.gr/index.php?option=ozo_content&perform=view&id=8194&Ite
mid=378&lang=
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ONLINE RIGHTS AND RESPONSIBILITIES
ONLINE RIGHTS
➢

Access to knowledge of how the Internet works

➢

Access to knowledge of how information is accessed

➢

Access to knowledge of what is fact or not

➢

Access to knowledge of what is content and what is advertising

➢

Protection of privacy

➢

Protection from bullying/harassment/violence

➢

Feel safe physically, mentally and emotionally

➢

Control of personal data

➢

Easily report upsetting/disturbing/harmful online content to the Internet
providers

➢

Be able to play/talk with friends

➢

Participate in discussions/forums

➢

Be able to create new content
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online
ONLINE RIGHTS AND RESPONSIBILITIES
ONLINE RESPONSIBILITIES
➢

Respect other users’ personal data and intellectual property and not to post
these data without the owner’s consent

➢

Always choose difficult passwords that cant be guessed and keep passwords
undisclosed in a safe place.

➢

Not to harass/bully others

➢

Avoid strangers and report harmful or any suspicious behavior

➢

Respect other users’ identities and values

➢

Be aware of one’s digital footprint and how this affects how one is perceived
and who and what one represents

➢

Help others and especially younger children navigate safely on the Internet

➢

Always cross check the validity of online information

➢

Navigate only to websites appropriate for one’s age, respect any age restrictions
and read ‘Terms’ and ‘Policy’ of the websites
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Topic 1: Risks and responsibilities
online
SUMMARY
In this topic teachers were introduced to a series of risks they can encounter online and
discussed both risks and responsibilities in the digital world. The topic covered different
threats to hardware and software, and to Data/Information, such as types of cybercrime,
malware, financial loss and identity theft, Internet scammers and taught individuals how to
protect themselves against these risks and how to teach students about these threats.

A few things to remember:
➢

Passwords and sensitive data can be leaked by many hardware and software
vulnerabilities in modern computers.

➢

It's important to do everything you can to protect your computer and your data.

➢

The most important threats to data and information are cybercrime, malware (MALicious
softWARE), financial loss and identity theft.

➢

There are a lot of ways to report Internet scammers and is our responsibility to do so.

➢

We are obliged as Internet users to protect and claim our online rights and to accept our
online responsibilities.

Have any questions?
You can find us at http://meldeproject.eu
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GLOSSARY
Term

Definition

Adware

Adware is any software that is designed to track data of the user’s browsing habits in order to
show him/her advertisements and pop-ups.

Bios

Basic Input/Output System (BIOS) is the program a personal computer's microprocessor uses to
get the computer system started after it is turned on.

Computer virus

A computer virus is a type of malicious code or program written to alter the way a computer
operates, that is designed to be spread from host to host and has the ability to replicate itself.

Computer worm

Computer worm is a piece of malware program that replicates quickly and spreads from one
computer to another.

CPU

A Central Processing Unit or Processor is the primary control device for the entire computer
system.

Dram

Dynamic Random-Access Memory (DRAM) is a specific type of Random-Access Memory (RAM)
that allows for higher densities at a lower cost.

Hacking

Hacking is when unauthorized users break into computer systems in order to steal, change,
hijack or destroy information, often by installing dangerous malware without the user’s
knowledge or consent.
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HDD

A hard disk drive (HDD) is an electro-mechanical data storage device that uses magnetic storage to
store and retrieve digital data using one or more rigid rapidly rotating platters coated with magnetic
material.

ISP

An Internet service provider (ISP) is an organization that provides services for accessing, using, or
participating in the Internet. Internet service providers can be organized in various forms, such as
commercial, community-owned, non-profit, or otherwise privately owned.

Keylogging

Keylogging is the use of software or hardware to record keystrokes as they are typed into the
computer.

Pharming

Pharming is a scamming practice in which malicious code is installed on a PC, misdirecting users to
fraudulent websites without their knowledge or consent.

Phishing

Phishing is a method of a social engineering with the goal of obtaining sensitive data such as
passwords, usernames and credit card numbers.

RAM

Random-access memory (RAM) is a form of computer memory that can be read and changed in any
order, typically used to store working data and machine code.

ROOTKIT

Rootkit is a collection of software tools that enables remote control and administration-level access
over a computer or computer networks.
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SD Card

Secure Digital, officially abbreviated as SD, is a proprietary non-volatile memory card format
developed by the SD Card Association (SDA) for use in portable devices.

Social engineering

Social Engineering, in the context of information security, is the use of deception in order to
manipulate individuals into divulging confidential or personal information that may be used
for fraudulent purposes.

Spamming

Spamming is the flooding of the Internet with unsolicited or misguiding message.

Spyware

Spyware is any software that is designed to track data of the user’s browsing habits in order to
show him/her advertisements and pop-ups and is installed on your computer without your
knowledge.

SSD

A solid-state drive (SSD) is a solid-state storage device that uses integrated circuit assemblies
to store data persistently, typically using flash memory. It lacks the physical spinning disks and
movable read–write heads used in hard drives ("HDD") or floppy disks.

Trojan horse

A Trojan Horse, is a malicious bit of attacking code or software that tricks users into running it
willingly, by hiding behind a legitimate program.

UEFI

The Unified Extensible Firmware Interface (UEFI) is a specification that defines a software
interface between an operating system and platform firmware. UEFI replaces the legacy Basic
Input/Output System (BIOS) firmware interface.
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